Cloud computing



cloud computing

“Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal management effort or service provider interaction.”
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virtualization

Virtualization It is a technology that works by using technology to make a primary computer or a single
server. to be able to combine the work of many computers It can run software or applications in large

guantities or can run multiple operating systems to run simultaneously. Even if they are on different
platforms



About vSphere vMotion

Move running virtual machines from one ESXi host to another ESXi host without service
Interruption (live migration)

Source: VMware



About vSphere High Availability (HA)

vSphere HA enables high availability in a cluster.

v vm vm — v vu-{vu VM vm

Operating Server Failed Server Operating Server

Source: VMware



. Type of cloud computing



Private cloud
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Public cloud

DA
= 0
B » B
0 A’A‘A’A‘A’A '

Public

* Multi-tenant
implementation

*+ Owned and operated
by Service Provider

* Bound by multi-tenant

= data management
# 9 policies
e Customer B sl + Similar self-service and
ustomer automation capabilities

as Private Cloud



Hybrid cloud

Hybrid
« Combination for Private &
one or more public clouds

Public
Clouds

« Allows IT organizations to
become brokers of services



Service model of cloud computing



service model

IaaS vs. PaaS vs. SaaS

IaaS PaaS SaaS

Infrastructure-As-A-Service Platform as a Service Software as a Service

Host Build Consume



service model
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Core Components of Cloud Computing

Hypervisor Hypervisor
Block/File System/Object
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Business Continuity



Disaster




Human Error -

Caution: human error



Understanding Availability
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Backup

BACKUP

A backup service that protects and maintains computer data. whether there is a

disaster or an unforeseen event You will be assured that your data will not be
lost for sure.



Disaster Recovery

Disaster recovery is an organization’s method of regaining access and functionality to its IT
infrastructure after events like a natural disaster, cyber attack, or even business

disruptions related to the COVID-19 pandemic. A variety of disaster recovery (DR)
methods can be part of a disaster recovery plan. DR is one aspect of business continuity.



Eliminating Downtime for Hardware Maintenance

Hardware maintenance with Virtual
Infrastructure

» Automated redistribution of workloads to f:“* r% E
other servers in pool — —
» Automatic redistribution when server = E
maintenance complete = -
= [_"T Lo
Impact
» Non-disruptive hardware maintenance:

» No application downtime

» No user impact
Maintenance

» No downtime window
Complete



Benefit of cloud computing



Benefit of cloud computing

Cost Efficiency:
- Pay-as-you-go
- Reduced operational costs

Scalability:
- Elasticity

Reliability and Redundancy:
- High availability
- Disaster recovery

Security:
- Robust security measures
- Compliance

Green Computing:
- Energy efficiency

Protection against hardware failures
Planned maintenance with zero downtime

Protection against unplanned downtime and
disasters

high availability and fault tolerance VMware
A vSphere®
Storage
VMware vSphere® \ vMotion®
vMotion®, DRS
NIC teaming,
storage
multipathing

third-party
backup solutions,
VMware® Data

Recovery

VMware
vCenter
Site
Recovery
Manager™
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(Government Data Center and Cloud service)



Government Data Center and Cloud Service (GDCQC)
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GDOC LAUNISAUULASINTS (Roadmap)

2563 2564 2565 2566-2568
Cloud Infrastructure Open Platform & Open Data Sharing & Big Data Government as a Platform
* 8,000 VM Data /AI/IoT (GaaP)
* lyidesnin 300 ey * 12000 VM * 20,000 VM * 25,000 VM
* 15 yavoya e lLifnunin 600 WIBL *  lutlaendn 800 M9 * liiteund 890 iVelNRI!
* Data Sharing e 29yt o 22 ypdoya *  UIMIAavAVEIUTUNTUTEUUIANTS
® Big Data . Den;andeide . %Ujaq%@yuaﬁlﬁu Confidential F1utaya I1UIURE 1Ry 2,000
* loT financing ®* Demand Side financing VM
* Hybrid Cloud g * Twusn1s Cloud Marketplace
o A *  SLA 9999% Platform lutiaenin 10 USANS
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7300+ Virtual Server

120+ Physical Server

800+ Agency

3000+ System Build

GDCC
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GOCC Cloud
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Ceniralized Cloud For Government
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Data Catalog, Data Linkage, and
Data Exchange Services

clouds I
e
Metadata storage and data service facility and services
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Agency datacenter X Service | evel Agreemen t
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UINI5LATBIAANNILABILENBW (Virtual Machine) (GDCC laa$S)

© Support VMware and Openstack Platform ®© Utilization report and Management Dashboard
© Multiple network access (GIN, Public, Private/VPN) & 99.99 % SLA for cloud system uptime

®© Security (Firewall, Anfivirus, AntiDDoS, WAF) © 24.7 service support

®© Self service portal for individual agency (Multi-

tenancy)
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Tenant Resource Statistics
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Security For GDCC

EndPoint Security

Host-based firewall

Web App Firewall

OWASP Top 10

Cross Site Scripting (XSS)
SQL Injection

Session Hijacking
Vulnerability Scan
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GDCC Marketplace
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Security Service GDCC

Government Data Center and Cloud Service

® Web Application Firewall (WAF)

USN15U9A U Web Application V8IWUIEITUTL Web
Server kaga@1130LIU Log Nsidnfiadoyala

® Antivirus

U3N15UDINU Virus ULLATDILUUELAL DU

® Anti DDOS
U3N15U89AUN1SANRA DDOS

Attack 1NNYUDN
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Security Service - Usslgwi GDCC

Government Data Center and Cloud Service
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Security Service - Use case GDCC

Government Data Center and Cloud Service

Web Application Web Servers

C~O T
B0 B

WAF security can prevent many attacks, including:

« Cross-site Scripting (XSS) — Attackers inject client-side scripts into web pages viewed by other users.

« SQL injection — Malicious code is inserted or injected into an web entry field that allows attackers to compromise the application and underlying

systems.
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Performance Service GDCC

Government Data Center and Cloud Service
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Performance Service — Use case GDCC

Government Data Center and Cloud Service
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Data Analytic Platform GDCC

Government Data Center and Cloud Service
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Data Analytic Platform - dsslaau
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Data Catalog Platform

GDCC

Government Data Center and Cloud Service
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Data Catalog Platform - uszlamyd GDCC

Government Data Center and Cloud Service

API

1 APl uazfe819 Code Tvsanlaau meSunedeya (Metadata) Wulupy $995UN15911 Data Visualization WU
UNIFIUANBTUIETRLARNNNNIATTA VLA unaane3su Open-D

o

«—

LRI

5895UN1S Tag wag Search fmun1wlng 5895UNSWUleY Catalog (Harvesting)

fussuuUndteyaninsy (Government
Data Catalog)

National X .
nt Telecom © National Telecom All Rights Reserved



Data Catalog Platform —Use case = GDCC

Government Data Center and Cloud Service

Catalog (CKAN Data Catalog Harvester)
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Big Data Platform GDCC

Government Data Center and Cloud Service

Data Sources Bigdata Platform
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Big Data Platform - dszlaau
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Big Data Platform — Use case
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|OT Platform GDCC

Government Data Center and Cloud Service
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IOT Platform - dszlawy GDCC

Government Data Center and Cloud Service
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T Platform — Use case
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Al Platform: Face Verification GDCC
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Encoding
Vector
0.5

1uU3n13 Al Model 10U Face Verification API #8g/8n1191nN13 .

n593ulunin anunsansivaeunwlumiay ‘ 7N .

2 0 gy Face Embedding Aon1suiasgunmutihauliinanailu L. o . o

vector tidusunuvasnmniity 4 lneglduimaenldau Ap) | (2 @ ~Xa .= o=

U API Endpoint U409 GDCC wsiagdliuinisazlasu API Key LN\

Awansnaiu dmsudu Authentication wa API Endpoint tien13 -

5819910 Face Verification API 04 |

sUAmegne Tupeulunisnsindulumin

National
Telecom

© National Telecom All Rights Reserved



Al Platform: Face Verification — Use case
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OCR - Use case
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Database as a services GDCC
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Database as a services - iszlaau GDCC
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Database as a service — Use case GDCC
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GDCC Space
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GDCC Space — Use case
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Oracle
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